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Abstract
"Authentication of biometric methods using various applications such as face or fingerprint recognition have received a lot of interest recently.

However, at the same time these biometric systems have been facing different types of attacks. The current work carries out an analysis of different
Presentation Attack (PA) scenarios for on-line handwritten signature verification. The present work introduces a short summery of methods for
Presentation Attack Detection (PAD) in signature biometrics in order to describe the different levels of PAs existing in on-line signature verification
regarding the amount of information available to the attacker, as well as the training, effort and ability to perform the forgeries. This work is an
effort towards security evaluation of biometric systems, where attacks are rated depending on expertise of the attacker, as well as the information
available and used from the target being attacked."
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1. Introduction

"Applications relying on biometric user authentication have
witnessed significant adoption across diverse sectors, including
finance, healthcare, education, e-government, insurance, and
security [1]. The surge in their popularity can be attributed to
two major factors. Firstly, the advancement of sensor technol-
ogy [2], leading to reduced costs of general-purpose devices
like smartphones and tablets, which has increased societal ac-
ceptance. Secondly, the evolution of biometric recognition tech-
nologies in general [3–5]. However, it’s crucial to acknowledge
that these biometric-based authentication systems must be re-
silient against various potential attacks [6]. Our study primarily
centers on exploring Presentation Attack (PA) scenarios con-
cerning online handwritten signature biometric authentication
systems. These systems have garnered considerable attention
due to enhanced signature acquisition setups (including device
interoperability [7]) and diverse writing inputs (e.g., finger [8]).
In the context of signature verification, two types of impostors
can be identified: (1) random (zero-effort or accidental) impos-
tors, where the attacker possesses no information about the tar-
geted user and presents their own signature as the user’s, and
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(2) skilled impostors, who have some level of information about
the targeted user (e.g., an image of the signature) and attempt
to forge their signature to deceive the system."

"Recently, Galbally et al. [9] discussed different approaches
for reporting accuracy in handwritten signature verification, in-
corporating insights gained from evaluating vulnerabilities in
Presentation Attacks (PAs). They considered skilled impostors
as a particular case of biometric PAs, akin to mimicry, a be-
havioral biometric characteristic. Notably, the distinction be-
tween physical PAs and mimicry lies in the fact that traditional
PAs involve the use of physical artifacts like fake masks and
gummy fingers (which can sometimes be detected at the sen-
sor level), whereas mimicry involves the exact interaction ob-
served in a normal access attempt. To align with the biometric
Presentation Attack Detection (PAD) field, Galbally et al. [9]
modified the nomenclature for impostor scenarios in signature
verification, referring to the classical random impostor scenario
as Bona Fide (BF) scenario and the skilled impostor scenario as
the PA scenario."

"Another approach to enhance security against attacks in
signature biometrics, apart from employing a PAD module, is
template protection [10]. Conventional on-line signature veri-
fication systems use highly sensitive biometric data such as the
X and Y spatial coordinates for matching, storing this infor-
mation as user templates without any form of protection. A
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compromised template in such a system could facilitate an at-
tacker in generating high-quality forgeries of the original sig-
nature, as it provides the X and Y coordinates over time. A
different approach [11] for signature template generation was
proposed, omitting information related to X, Y coordinates and
their derivatives, resulting in a more robust system against at-
tacks, with comparable error rates to traditional systems that
store sensitive information."

"Subsequent studies [12] delved into PAD methods at the
feature level for on-line signature verification. Yusof et. al. [13]
introduced a new scheme that added a Skilled Forgeries Detec-
tor module to the original verification system. This module fo-
cused on detecting skilled forgeries based on four parameters
of the Sigma LogNormal writing generation model and a lin-
ear classifier. The approach yielded promising results for both
skilled (PA) and random (BF) scenarios. On the other hand,
Reillo et al. [14] proposed PAD methods based on global fea-
tures like the total number of strokes and signing time of sig-
natures. They built a new database with 11 levels of PAs, and
their proposed PAD significantly reduced the Equal Error Rate
(EER)."

"Examining Different Levels of Presentation Attacks in Sig-
nature Biometrics: This section aims to explore various levels
of skilled forgeries (PA impostors) found in the literature, con-
sidering the information available to the attacker, their training,
effort, and forgery capabilities. Additionally, we consider ran-
dom forgeries (zero-effort impostors), although they belong to
the BF scenario, to encompass the entire range of possible im-
postors in handwritten signature verification."

"Previous studies [15, 16]have applied the concept of Bio-
metric Menagerie to categorize users of the biometric system
based on animal classifications. The concept has been extended
in recent research [17], considering various biometric modali-
ties, including 2D and 3D faces, fingerprints, iris, speech, and
keystroke dynamics. In on-line signature verification [16], the
Biometric Menagerie concept was employed to classify users
and quantify the difficulty of forging their signatures using per-
sonal and relative entropy measures."

"Further research demonstrated [18] that some users are sig-
nificantly better forgers (wolves) than others, and forgers can be
trained to become a greater threat. Certain users are easy tar-
gets for forgers (sheep), and most individuals are relatively poor
at judging handwriting authenticity. A new metric for impos-
tor classification was proposed, distinguishing between naive,
trained, and generative impostors."

"Additional studies [19] developed software tools to gener-
ate forgeries of different quality levels (PA impostors). Three
levels of PAs were considered: blind forgeries, low-force forg-
eries, and brute-force forgeries. The impact of an incremental
level of quality in PAs against signature verification systems
was examined, considering off-line and on-line systems using
the BiosecurID database."

"Overall, the field of Presentation Attack Detection in sig-
nature biometrics continues to evolve, with a focus on detecting
skilled forgeries and enhancing security against various impos-
tors to ensure reliable signature verification."

2. Materials and Methods

"The experimental investigation focused on analyzing Pre-
sentation Attack (PA) scenarios in on-line handwritten signa-
ture verification [14]. A unique aspect of the research was the
consideration of typical PAs in signature verification, where at-
tackers interacted with the sensor in the same manner as a nor-
mal access attempt, involving a handwritten signature resem-
bling the targeted identity as seen in Fig 1. The attacker’s level
of knowledge about the signature played a crucial role in the
attack’s success rate."

"The experimental protocol allowed for the study of both
BF and PA scenarios, involving three levels of impostors: (b)
random forgeries, (c) static forgeries (trained and blueprint),
and (d) dynamic forgeries. Additionally, the case of using the
finger as the writing tool in the e-BioSign [20] subset was con-
sidered. All available users from the e-BioSign (65 users) and
BiosecurID (132 users) subsets were used for evaluation, and
no development of the on-line signature verification system was
carried out."

Figure 1: Four signature samples, including one genuine sig-
nature and three different types of forgeries, all produced for
the same user

3. Results and Discussion

"For both databases, genuine signatures from the first ses-
sion served as reference signatures, and the remaining genuine
signatures were used for testing. Skilled forgeries scores (PA
mated scores) were obtained by comparing reference signatures
against skilled forgeries for each level of attacker, while random
forgeries scores (BF non-mated scores) were obtained by com-
paring reference signatures with genuine signatures from other
users. The final score was determined by averaging the four
one-to-one comparisons."

The experimental results for the stylus as the writing tool re-
vealed improved system performance for both BiosecurID and
e-BioSign databases when the attacker’s available information
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Figure 2: Illustration depicting the various forgery types for both BF and PA scenarios, considering the attacker´s available infor-
mation, training, efforts, and ability to execute the attack.

was reduced. For example, an EER of 7.5% was achieved
when the attacker had access to dynamics and static informa-
tion, whereas it reduced to 5.4% when only static information
was provided.

"Varying training and effort to perform forgeries had an im-
pact, with higher errors observed in the e-BioSign database
for both dynamic and static skilled forgeries compared to the
Biosecur ID database. The different scenarios and results for
random forgeries (zero-effort impostors) showed similar good
performance for both databases. When using the finger as writ-
ing tool, a significant degradation in system performance was
observed for dynamic forgeries in the e-BioSign database com-
pared to using the stylus. Protecting against potential onlook-
ers while signing on mobile devices could improve results, as
skilled forgers might not have access to dynamic information.
Additional data captured after e-BioSign achieved a much bet-
ter EER of 8.9% for dynamic forgeries compared to 18.3% in
the original data set. Overall, the study emphasized that the
results should be interpreted generally, as specific operational
setups can influence outcomes depending on the matching al-
gorithm used. Previous research has shown the efficacy of com-
bining different verification systems to address various types of
attacks."

4. Conclusion

In this study, an extensive examination of Presentation At-
tack (PA) scenarios in on-line handwritten signature verification
was conducted. Unlike conventional PAs involving physical ar-
tifacts, the typical PAs observed in signature verification entail
the attacker mimicking the normal access attempt closely, pre-
senting a handwritten signature that imitates the targeted iden-
tity to some extent. The attacker’s level of knowledge and its
application to the signature being attacked significantly influ-
enced the attack’s success rate. The results obtained from both
the Biosecur ID and e-BioSign databases revealed substantial

effects on the system’s performance, considering not only the
attacker’s information level but also their training and effort in
executing the signature. When using the finger as writing tool,
it is recommended for users to safeguard against potential on-
lookers while signing, especially in mobile scenarios. This pre-
caution can significantly hinder skilled forgers (PA impostors)
from accessing dynamic signature information, leading to much
better outcomes."
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